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ALA Code of Ethics

lll. We protect each library user's
right to privacy and confidentiality
with respect to information sought or
received and resources consulted,
borrowed, acquired or transmitted.
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As Facebook Raised a Privacy Wall, %
It Carved an Opening for Tech Giants \

nternal documents show that the social network gave Microsoft, = |
Amazon, Spotify and others far greater access to people’s data than it T
has "liscloacd-
‘
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THE PRIVACY PROJECT

This Article Is Spying on You

1The same news organizations that do a great job of reporting

on privacy problems — have privacy problems.

By Timothy Libert




'Sé;i.sitive Personal and
Financial Data of What’s

Likely an Entire Country
Leaked Online













“Many shoppers purchase soap and
cotton balls, but when someone suddenly
starts buying lots of scent-free soap and
extra-big bags of cotton balls, in addition
to hand sanitizers and washcloths, it
signals they could be getting close to their

delivery date.”







; 1 ’/
. ~"',,£ﬁ

WOM| ADOUT o MIDA SPLAKING PUBLICATIONS CONTACT COURSE MATLRS

Kelli §. Guvns, PhD

[s Facebook listening?



https://kellisburns.com/2016/06/06/is-facebook-listening/
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Showcase what's important to you by adding photos,
pages, groups and more to your featured section on your
public profile.

Add to Featured
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Google Search  HowSewchworks  Our mission

Overvien Rgorous tedting Help Croatcrs Macimize access

Our mission

From the beginning, cur mission has been to organize the world's information and make
it uneversally accessible and useful Today, people around the world turn to Search 1o
find nformation, learn about topecs of imerest, and make important decisions We

consxder it a privilege to be able to help. As technology continues 10 evolve, our
commament will always be the same: halping everyone find the mformation they need



“I’'m afraid that what
you heard was
‘a lot.of Information.’”



“What | sald was,
‘'THE WORLD’S
INFORMATION.’”
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PANUPTICL

How well are you protected agamst non-consensual Web tracking? After analyvzing

3l

your browser and add-ons, the answer 1s

Yes! You have strong protection against Web tracking. though your software isnt
checking for Do Not Track policies.

Help us defend the Web against tracking:



http://panopticlick.eff.org

PANUPTICLICK.

Your browser hngerprint appears to be unique among the 231,20/ tested in the
past 45 days

Currently, we estimate that your browser has a hingerprint that conveys at least
17.82 bits of identifying information,

THe measurements we used to obtam this result are histed below. You can


https://panopticlick.eff.org

NOT ENOUGH



Add your contacts to see who
you already know on LinkedIn

SKip for now




IP address
Browser fingerprint

Account info
i Cookie data

Browsing history

Contact info Shadow profile



NOT ENOUGH



Target the Right Customers Using the Right Data
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The Oracle ID Graph “ingests massive
amounts of IDs across cookies, login, HH
lhousehold], email, and mobile ad IDs...”

“The Oracle ID Graph can reach over
90% of people online in the US and iIn
markets that matter internationally...”






facebook Newsroom Q

Home News Company Info iretony Media Gallery inside Feed Pubiic Policy Investor Relahons

Contact Us

pressiafb.com

A New, Optional Way to Share and
Discover Music, TV and Movies

Categories

When writing a status update - if you choose to turn the feature on - you’ll have the
option to use your phone’s microphone to identify what song is playing or what show or
movie ison TV.

l ' 1 S;lfc*:y & Well-Being
SOCIal Impact
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ALA Code of Ethics

lll. We protect each library user's
right to privacy and confidentiality
with respect to information sought or
received and resources consulted,
borrowed, acquired or transmitted.



E-RESOURCES



E-RESOURCES
ARE WEBSITES




User Tracking on Academic Publisher Platforms
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| wadiod the page wurce from Bfcen different publaber platform ster aad found thae
patrom peivacy. This advertseng and masketing tochnology makes it impomible to conure
that the use of dectronic libeary sesousces can be private.


https://www.codyh.com/writing/tracking.html

https://www.doi.orq/
10.3758/BF03208840



https://www.doi.org/10.3758/BF03208840
https://www.doi.org/10.3758/BF03208840

https://www.doi.orq/
10.1002/ppul.20162



https://www.doi.org/10.1002/ppul.20162
https://www.doi.org/10.1002/ppul.20162

https://www.doi.org/
10.1371/

journal.pone.01/77388



https://www.doi.org/10.1371/journal.pone.0177388
https://www.doi.org/10.1371/journal.pone.0177388
https://www.doi.org/10.1371/journal.pone.0177388
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On average, each platform had 18 third-
party assets loaded on their article page

® Median was 10

® One had none

® One had over 100

® A total of 139 distinct third-parties
across the 15 platforms




Four of fifteen had Facebook
code.



Four of fifteen had Neustar
code.



Four of fifteen had Oracle
Marketing Cloud code.



Fourteen of fifteen had Google
code.



Eleven of fifteen had AddThis
code.



Eleven of fifteen had AddThis
code.

Which shares data with
Neustar, Adobe, Oracle,
Google, and two dozen others.



Landscape
Analysis

The Changing Academic Publishing Industry -
Implications for Academic Institutions



https://sparcopen.org/our-work/landscape-analysis/

"Academic publishing Is
undergoing a major transition
as some of its leaders are
moving from a content-
provision to a data analytics
business.”




"Data about students, faculty,
research outputs, institutional
productivity, and more has,
potentially, enormous competitive
value.”




“...but Its capture and use could
significantly reduce institutions’
and scholars’ rights to their data

and related intellectual property."




"A set of companies iIs moving
aggressively to capitalize on this
data, often by exploiting the
decentralized nature of academic
Institutions.”
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https://library.stanford.edu/using/special-policies/statement-patron-privacy-and-database-access

“Many leading providers of digital content to
libraries In North America are changing the way
they provide access to library patrons. Instead of
allowing anonymous access via well-established
channels, these providers are increasingly seeking
personally identifiable, individual patron data.”

“This approach is unacceptable.”



“As research libraries, we do not sell
patron data. We do not share it. We object
to, and reject, subscription agreements
that silently expose it to third-party
Interests, whether they be commercial or
governmental.”




“As research libraries, we do not sell
patron data. We do not share it. We object
to, , Subscription agreements
that silently expose it to third-party
Interests, whether they be commercial or
governmental.”




ALA Code of Ethics

lll. We protect each library user's
right to privacy and confidentiality
with respect to information sought or
received and resources consulted,
borrowed, acquired or transmitted.
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Reader Privacy: The New Shape of the Threat

Clifford A. Lynch, Executive Director, Coalition for Networked
Information

Introduction

This essay briefly summarizes the current range of threats to reader
privacy and makes some high-level suggestions that research library
leadership might consider to address them. It is not comprehensive,
and does not go into much technical detail; those interested in a place
to start might see my paper “The Rise of Reading Analytics and the
Emerging Calculus of Reader Privacy in the Digital World,” keeping in
mind that it's now two years out of date.
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