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PRIVACY



ALA Code of Ethics 

III. We protect each library user's 
right to privacy and confidentiality 
with respect to information sought or 
received and resources consulted, 
borrowed, acquired or transmitted.



THE WEB









NOT GREAT



!





“Many shoppers purchase soap and 
cotton balls, but when someone suddenly 
starts buying lots of scent-free soap and 
extra-big bags of cotton balls, in addition 
to hand sanitizers and washcloths, it 
signals they could be getting close to their 
delivery date.”





https://kellisburns.com/2016/06/06/is-facebook-listening/










“I’m afraid that what 
you heard was 
‘a lot of information.’”



“What I said was, 
‘THE WORLD’S 
INFORMATION.’”







=

http://panopticlick.eff.org


https://panopticlick.eff.org


NOT ENOUGH





Account info Cookie data

IP address

Contact info

Browser fingerprint

Browsing history
Shadow profile



NOT ENOUGH







The Oracle ID Graph “ingests massive 
amounts of IDs across cookies, login, HH 
[household], email, and mobile ad IDs…” 
 
“The Oracle ID Graph can reach over 
90% of people online in the US and in 
markets that matter internationally...”









ALA Code of Ethics 

III. We protect each library user's 
right to privacy and confidentiality 
with respect to information sought or 
received and resources consulted, 
borrowed, acquired or transmitted.



E-RESOURCES



E-RESOURCES 
ARE WEBSITES



https://www.codyh.com/writing/tracking.html


https://www.doi.org/
10.3758/BF03208840

https://www.doi.org/10.3758/BF03208840
https://www.doi.org/10.3758/BF03208840


https://www.doi.org/
10.1002/ppul.20162

https://www.doi.org/10.1002/ppul.20162
https://www.doi.org/10.1002/ppul.20162


https://www.doi.org/
10.1371/

journal.pone.0177388

https://www.doi.org/10.1371/journal.pone.0177388
https://www.doi.org/10.1371/journal.pone.0177388
https://www.doi.org/10.1371/journal.pone.0177388














On average, each platform had 18 third-
party assets loaded on their article page 

• Median was 10 
• One had none 
• One had over 100 
• A total of 139 distinct third-parties 

across the 15 platforms



Four of fifteen had Facebook 
code.



Four of fifteen had Neustar 
code.



Four of fifteen had Oracle 
Marketing Cloud code.



Fourteen of fifteen had Google 
code.



Eleven of fifteen had AddThis 
code.



Eleven of fifteen had AddThis 
code. 
 
Which shares data with 
Neustar, Adobe, Oracle, 
Google, and two dozen others.



https://sparcopen.org/our-work/landscape-analysis/


"Academic publishing is  
undergoing a major transition 
as some of its leaders are  
moving from a content-
provision to a data analytics  
business."



"Data about students, faculty,  
research outputs, institutional  
productivity, and more has,  
potentially, enormous competitive
value."



“…but its capture and use could  
significantly reduce institutions’  
and scholars’ rights to their data 
and related intellectual property."



"A set of companies is moving  
aggressively to capitalize on this 
data, often by exploiting the  
decentralized nature of academic
institutions."
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https://library.stanford.edu/using/special-policies/statement-patron-privacy-and-database-access


“Many leading providers of digital content to 
libraries in North America are changing the way 
they provide access to library patrons.  Instead of 
allowing anonymous access via well-established 
channels, these providers are increasingly seeking 
personally identifiable, individual patron data.” 

“This approach is unacceptable.”



“As research libraries, we do not sell 
patron data. We do not share it. We object 
to, and reject, subscription agreements 
that silently expose it to third-party 
interests, whether they be commercial or 
governmental.”



“As research libraries, we do not sell 
patron data. We do not share it. We object 
to, and reject, subscription agreements 
that silently expose it to third-party 
interests, whether they be commercial or 
governmental.”



ALA Code of Ethics 

III. We protect each library user's 
right to privacy and confidentiality 
with respect to information sought or 
received and resources consulted, 
borrowed, acquired or transmitted.
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https://osf.io/2smrf/


https://doi.org/10.29242/rli.297


Thanks!

Cody Hanson 
codyhanson@umn.edu 

@codyh


